1. First, I made a logical diagram to visually map out how the lab is to be built.
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2. lused Oracle VirtualBox to install Windows 10, Kali Linux, and Windows server 2022
virtual machines.

x-2024.3-virtualbox-amd64
Off




3. Then linstall and configure an Ubuntu live server, which will be where the Splunk server
runs. | named this server Splunk in VirtualBox and made the hardware for the machine

-amded.iso

Finish

Marme and Operatin

Unattended Install

16 CPUs

Enable EFl (specia

» Hard Disk




4. Setting all the virtual machines | created to NAT Network. This will allow all the machines

to be on the same network and still have internet access

(Network IP from the Diagram) as the IPv4 Prefix.

File  Machine Metwork Help

4

T kali-linux-2024.3-virtualbox-amd6d
@ powered Off

24 ADDCO1
L7
2022 @ powered OFf

I3 g Splunk
, & saved

I
Create Rernowe | Properties
Huost-only Metworks AT Networks

MName
AD-Project

General Options Port Forwarding

Mame: AD-Project
IPe Prrefiz: 192.168,10.0/24
v Enable DHCP

Enable IPv6

Cloud Metwarks

. lentered 192.168.10.0/24

* IPwd Prefix
192,168.10.0/24

IPw6 Prefix

| attached each virtual machine to the NAT Network that was created.
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Deny

v Cable Connected

Cancel
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5. Iset a new static IP address on the splunk server by using the command
sudo nano /etc/netplan/50-cloud-init.yaml
The command will show this configuration file:
GNU_nano 6.2

/etc/net lan/ED chud 1n1t. aml

d from information pro
Cro an 1 Ce r

ig.ctfg with the following:

vErsion:

I changed the Configurations to have no DHCP, added my static IP to addresses, | left
nameservers blank(default), used Google’s DNS for the next addresses line (can be any DNS),
| left routes blank to include a default route via 192.168.10.1(gateway).

GNU nano 6.2 Jetc/net 1an/50 clnud init.yaml
This file is ¢ f inf i

to it will not

fig.cfeg with the following:

version:

6. luse the command sudo netplan apply to apply the changes of the config file.

plerrecyber@splunk: ™% sudo netplan apply




7. Next | did ping google.com to ensure there is a connection.

from
from yt . . ;
from Jyt-in 1el00.net | 105, icmp

from (0, ao.net . L105. : iE:rn;i:
from yt e (147 5. :oicmp

time S012ms

8. Now | begin to install Splunk on my HOST machine. | installed the .deb Splunk
installation package.
Splunk Enterprise 9.3.1

Index 500 MB/Day. Sign up and download now. After 60 days you can convert to a perpetual free
license ar purchase a Splunk Enterprise license ta continue using the expanded functicnality designed
for enterprise-scale deployments.

Choose Your Installation Package

Windows A Linux Mac 0S8
. — N
4,%x+, or 5.4.x kernel Linux rpm 944,15 MB [ copywgetlink & ) Mare ~
distributions ~_ @@/
Ve - N
71476 MB Download Now & Copywgetlink & | More -~
N
R
gz 944.3 MB DownloadNow & \,\ Copy wget link (& /,\ More «

9. Ithen installed the guest addons for virtual box on my ubuntu splunk server. Use sudo
apt-get install virtualbox and hit tab to see all options. Then use sudo apt-get install
virtualbox-guest additions-iso.

virtualb
virtualhbo

est-additions-iso




10. I created a shared folder in VirtualBox. The path will be the folder where the Splunk
installer was downloaded on the host.

Shared Folders

Mame Path £ 0 Maunt At T
- * Edit Share fos ]
[ {3

Folder Path: |
Falder Marme: Sctive_Directory Lab
rlaunt point:
v Bead-only
W Auto-mount

014 Cancel

11. Next | add the user to the vboxsf group using sudo adduser pierrecyber vboxsf. The
group will not exist yet until | install some guest utilities that VBox offers. | then used sudo
apt-get install virtualbox and hit tab, then sudo apt-get install virtualbox-guest-utils.

virtualk
virtualho
virtu

aup
up whaos

Oct 16 14

1 pierr
1u




14. Next | ran the following command to mount the shared folder to the directory called
“share”.

pierrecyber lunk:™E suda mount -t whi -0 uld=: ) 1 Active_Directory_Lab shares

15. I changed back to the share directory and used Is -la, showing that the splunk installer is
in the shared folder along with other files in it.

> directory.PNG'

G-amded . deh

16. To install the Splunk package, | ran the command:
sudo dpkg -i splunk-9.3.1-0b8d769cb912-linux-2.6-amd64.deb

ecyber@splunk: nare$ sudo dokg -1 splun 3.1-0b 1912




18. All of the user and group permissions belong to “Splunk” as seen in the above image. |
changed into the user “Splunk” using sudo -u splunk bash.

doptssplunk® sudo -u splunk bash

19. I changed into the Splunk binaries directory with c¢d bin. | used ./splunk start to run the
installer. After acceptlng the agreement it will install.

PYTHONHTT -
d with the e ThHH 1HTPranTPr' must be et TH "1II hn
Done

Walting for weh serwver at hitp:s: L0.0.1:8000 to be avallable .. ..o Dane
Erm:- % here: '__ T S lunk . com

The Splunk web interface is at http://ssplunk:s

splunk@splunk

20. Next | exited out of the user “Splunk”, changed back to the bin directory, and ran the
following: sudo ./splunk enable boot-start -user splunk. This ensures that whenever
the VM reboots Splunk will run with the user “splunk”.

2 enable hoot-= 1t g splunk
h.conf': Pe

lunk enable boot-start -user splunk

A gl dT
splunksbing _




21. On the target machine, the IP is set by default to 192.168.10.5

EH Select Command Prompt

Windows IP Config

192.168.18.5
o

I changed this by navigating to the IPv4 Properties in the network adapter settings. | set a
status IP of 192.168.10.100, which will set the subnet to 255.255.255.0. Default gateway
was set to 192.168.10.1, and | used 8.8.8.8 (Google) for the preferred DNS.

Internet Protocol Version 4 (TCR/IPvd) Properties *

General

‘fou can get IF settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

(C) Obtain &n IP address automatically
(@) Use the following IP address:

IP address: 192 . 168 . 10 . 100
Subnet mask: 255.255.255. 0

Default gateway: 182 . 168 . 10 . 1

Obtain DNS server address automatically

)

(®) Use the following DNS server addresses:

Preferred DNS server:

g .8 .8 .8
Alternate DNS server: I:I

[validate settings upon exit el

Cancel

Link-1

ITPva Adc




22. Visit splunk through a web browser using static IP and port 192.168.10.10:8000 and the
login page should show up. | used the credentials that were created when configuring the

Ubuntu LTS Splunk server.
S InPrivate [ = Eew InPrivate tab
G @ 192.168.10.10:3000

For quick access| ()

192.168.10.10:8000

192.168.10.10:8000 - Bing

<

InPrivate browsing

splunk>enterprise

23. Next it was time to install the Splunk Universal Forwarder on the target machine from
Splunk.com. | chose “admin” as a username and generated a random password. For

port.

the receiving indexer, | use 192.168.10.10 (Splunk Server IP) and use 9997 for the default

Splunk Universal Forwarder 9.3.1

Universal Forwarders provide reliable, secure data collection from remote sources a
forward that data into Splunk software for indexing and consolidation. They can sca
to tens of thousands of remote systems, collecting terabytes of data.

Choose Your Installation Package

Windows 10, 11

Windows Server 2019,

2022

]ﬁ UniversalForwarder Setup — *

Create credentials for the administrator account. The password must contain, at a minimum,
8 printable ASCII characters.

Username:

|admin|

Generate random password
Password:

Confirm password:

.msi 129.79 MB

Mac 0S Free BSD

ﬁ UniversalForwarder Setup

If you intend to use a Splunk receiving indexer to configure this UniversalForwarder, pleas:
spedify the host or IP, and port (default port is 9397). This is an optional step. However,

UniversalForwarder needs either a deployment server or receiving indexer in order to do
anything.

Receiving Indexer

Hostname or IP

|152.158.10.10 t |ama7
Enter the hostname or IP of your receiving indexer, defaultis 9997
e.g. ds.splk.com



B Microsoft Bing Q

24. Then |l install Sysmon to be able to log activity to the event log.

sysmon

Q) SEARCH COPILOT MAGES VIDEOS MARS NEWS SHOPF

Table of Contents

Introduction

[ | Microsoft Learn
[ | https:/learn.microsoft.com/en-us/sysinternals/downloads/sysmon

Sysmeon - Sysinternals | Microsoft Learn

Overview of Sysm...

Usage

Sysmon is a Windows service and driver that logs and monitors system activity
to the event log. It provides detailed information about process creations,
network connections, file creation time changes, ... See more

Sysmon v15.15

Article = /2024 - 10 contributors

In this article

Introduction
Overview of Sysmon Capabilities
Screenshots

Usage

Show 5 more

By Mark Russinovich and Thomas Garnier

Published: July 23, 2024

Q..? “ Download Sysmon ' (4.6 MB)

25. For Sysmon in this lab, | used Olaf's Sysmon configuration from github.

B Microsoft Bing Q. sysmon olaf config

Q, SEARCH COPILOT VIDEOS IMAGES MAPS

able of Contents
Github

werview https://github.com/olafhartong/sysmon-modular

SHOPPIN

're-Grenerated c...

I0TICE; Sysmon ...

sysmon-modular | A Sysmon configuration...

A repository of sysmon configuration modules for different scenarios and
purposes, such as file delete, MDE augmentation, research and more. Learn
how to customize, generate and use sysmon configs .. See more

26. | scrolled down to find the sysmonconfig.xml file and downloaded the raw file.

[ sysmonconfig-with-filedelet...

onconfig.xml

MIT license




27. I navigated to the downloads folder where | installed Sysmon and extracted it. Copy
the path.

I ¥ = | Sysmon — O x
Home Share View 9
1+ (C:h\Users\Pierre Cyber, lownloads\Sysmoi w | D Search Sysmon pel
Name Date modified Type Size
7 Quick access
| Eula Text Document 2KB
[ Desktop = o
[85] Sysmon Application
¥ Downloads [8] Sysmon6d Application
=/ Documents [85] Sysmonbda Application
=/ Pictures
J’! Music

28. Open Powershell as administrator and change directory to the path that was just
copied. Then linstall sysmon64.exe with the configuration file from Github, using
\Sysmon64.exe -i ..\sysmonconfig.xml

EN Administrator: Windows PowerShell

S C:\Windows\system32> cd C:\Use
S C:\Users\PierreCyber\Downloads\5ys

PS C:y ishsystem32> cd C:\U WPierreCyber\Downloads'\Sysmon
PS C.hU;EFSIPlEPFECjDEPIDDWHIDEHE S \Sysmongd . exe . -\sysmonconfig.xmlg

Sysmon service should be running after installation.
E¥ Administrator: Windows PowerShell

PierreCyber®
=monconfig.xml

arnier

y ) nft Corporation
I' ng libxml2. 1i ; ight (C) 1998-2812 Daniel Velllard. All Rights Reserved.
Gysinternals Wl rnals.com

Lo Eﬂlﬂg CHHFIEUF +1un fllH with schema version 4.98




29. Next | navigate to this folder:

A | C:\Program Files\SplunkUniversalForwarderetcsystemtlocal o |

Instructions are needed for the Universal Forwarder to send data to the Splunk server, so
| open Notepad as administrator and create an Inputs.conf file with the following:

mj *Untitl J&- Meotepad

File Edit Format View Help
[WinEventlLog: //Application]
index = endpoint

disabled = false

[WinEventlLog://Security]
index = endpoint
disabled = false

[WinEventLog://System]
index = endpoint
disabled = false

[WinEventLog://Microsoft-Windows-Sysmon/Operationall

index = endpoint

disabled = false

renderXml = true

source = XmlWinEventlog:Microsoft-Windows-5ysmon/Operational

Save this file to the local folder from the path above.

30. Open the services application from the start menu. Find the SplunkForwarder
service and change the log on properties to Local System Account.

\b.'./ Services - O

File Action View Help

&= ERCIESN 7 Hops
| | | SplunkForwarder Preperties (Local Computer) X
. Services (Local) ) Senvic
. General logOn R Dependenci
SplunkForw; LC SV Startup Type Log On As E
Logon as: Manual Local Syste...
Stop the sery .
R_esitgartthe L (@ Local System account Manual Local Service
[[] Allow service to interact with desktop Automatic Local Syste...
Automatic (... Local Service
Description: () This account: Browse... Manual (Trig.. Local Syste...
SplunkForwa M I (Ti Local Servi
collection sel anual (Trig...  Local Service
platform for Manual (Trig... Local Syste...
If itis stoppe Automatic (T... Local Syste..,
_(D”E(tmg a8 Disabled Local Syste...
indexers, wh .
loss, Please g Automatic Local Syste...
more inform) Manual (Trig... Local Service
submitted tq Manual (Trig... Local Syste...
wuw.splunk Manual Local Syste..
supported ci X
www.splunk, Manual Local Service
Automatic (.. Metwork ...
Manual Local Service
Automatic NT SERVIC...
Manual (Trig... Local Syste...
Manual Local Service
Cancel Apply Manual Local Syste...
Manual Local Syste... *




31. Because the inputs.conf file was created, the SplunkForwarder service also needs to be

restarted.

&k Spatial Data Service This service ...

£L Spot Verifier Start
5L S5DP Discovery Stop
5} State Repository Sen Pause
(EL St Image Acquisiti Resume
£k Storage Service Restart

5k Storage Tiers Manag
{51 Sync Host_6008b All Tasks
£k SysMain

& Refresh
Lk Sysmonbd
5k Systemn Event Motific Properties
£

Help

unning

unning

unning

uRning
unning
unning

unning

32. Next I log in to the splunk server through the browser.

splunk>enterprise

pierrecyber

Navigate to Settings, then Indexes. Select New Index

Administra... * Messages « Settings «

Activity «

Find Q

Indexes

15 Indexes filter Q

A repository for data in Splunk Enterprise. Indexes reside in flat files on the Splunk Enterprise instance known as the indexer. Learn more [2

20 per page ~




33. Here | created an index called endpoint, which is needed because that is the index specified

in the input configuration file.

New Index X
General Settings
Index Name ~ ndpoint|
Set index name {e.g., INDEX_NAME). Search using index=INDEX_MNAME.
Index Data Type Events & Metrics
The type of data to store (event-b S|
Home Path
h. Leave blank for default ($SPLUNK_DB/INDEX_NAME/db
Cold Path
default (}SPLUNK_DB/INDEX_NAME
Thawed Path ona
Thaw cted db path. L or default ($SPLUNK_DB/INDEX_NAME/thaweddb).
Data Integrity Check Enable Disable
Enabil ou a Sp to compute 1shes on € 5 oT YO purpo o ata tegrit
Max Size of Entire Index 500 GB ~

34. Navigate to Settings, then Forwarding and Receiving. Select Configure receiving.

Forwarding and receiving

Forward data

Set up forwarding between two or more Splunk instances.

Type

Forwarding defaults

Configure forwarding

Receive data

Configure this instance to receive data forwarded from other instances.

Type

Configure receiving

—

Click New Receiving Port.

Actions

+ Add new

Actions

+ Add new

Receive data

Forwarding and receiving » Receive data

filter

New Receiving Port

25 per page -~

There are no configurations of this type. Click the "New Receiving Port" button to create a new configuration.



35. I entered 9997 (Splunk Default) for the forwarder to listen on this port.

Configure receiving

set up this Splunk instance to receive data from forwarder(s).

=

m

Listen on this port * 9997

For ex 7 will receive data on TCP port 9

36. In the search bar, search for the endpoint index with “index=endpoint”. The target machine
events should be being logged now.

New Search SaveAs¥  Create Table View  Close

index=endpoint Last 24 hours * Q

4,540 events (10/25/24 2:00:00.000 PM to 10/26/24 2:45:08.000 PM) s & 4 t Smart Mode

-

No Event Sampling *
Events (4,540) Patterns Statistics Visualization

Format Timeline » — Zoom Qut 1 hour per column

List = # Format 20 Per Page v

< Hide Fields = All Fields i | Time Event

10/26/24 <Event xmlns='http://schemas.microsoft.com/win/2084/88/events/event"><System
2:44:45.000 PM ><Provider Name='Microsoft-Windows-Sysmon' Guid='{577@385f-c22a-43e8-bf4c-06
f5698ffbd9} " /><EventID>13</EventID><Version>2</Version><Level>4</Level ><Task
>13</Task><0pcode>8</0pcode><Keywords>@x8000000PARRRARRAR</Keywords><TimeCrea
ted SystemTime="2024-18-26T14:44:45.1199187Z" /><EventRecordID>3577</EventRec

SELECTED FIELDS

The Target-PC shows under hosts, as well as the source data from the input configuration file:

host

< Hide Fields i= All Fields 1 Value, 100% of events

SELECTED FIELDS Reports

Values
INTERESTING FIELDS

source

4 Values, 100% of events

< Hide Fields = All Fields

Reports

SELECTED FIELDS

%

78.788%
INTERESTING FIELDS

10.822%
8.788%

2.401%




37. Now | navigate to the PC settings on the Windows Server VM and change the name to
ADDCO01 (Active Directory Domain Controller).

Settings - o X

@ Home About

Pﬁmu a setting 0 | Your PC is monitored and protected. i Rename your PC

See details in Windows Security

System

Rename your PC

Display Device specifications

Device name

WIN-LENGFNTPSHB You can use a combination of letters, hyphens, and numbers.
Processor Intel(R) Core(TM) i7-10700K CPU @ 3.80GHz 3.79
GHz

4.00 GB

99) Sound

[ Notifications & actions

Current PC name: WIN-L6N6FN1PSHB

Installed RAM

Device ID AGB3EB58-EEAG-4F80-A382-TAS17T42AE524

D Focus assist Product ID 00454-40000-00001-AA190

System type 64-bit operating system, x64-based processor

) Power & sleep
Penand touch  No pen or touch input is available for this display

Storage Copy

Tablet Rename this PC

AL Type here to search

38. Next | navigate to the IPv4 Properties in the network adapter settings, and use the IP
address 192.168.10.7 for this machine, as previously noted in the diagram. | use the Splunk
server IP 192.168.10.1 for the default gateway. 8.8.8.8 (Google) is used as the preferred DNS
server.

Internet Protocol Version 4 (TCP/IPwd) Properties >

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask yvour network administrator
for the appropriate IF settings.

() Obtain an IP address automatically
(@) Uze the following IF address:

IP address: | 192.168. 10 . 7 |

Subnet mask: | 255 .255.255. 0 |

Default gateway: | 192.168. 10 . 1 |
Obtain DMS server address automatically

(@) Usze the following DNS server addresses:

Preferred DMNS server: | 8 .8 .8 .8 |

Alternate DNS server: | | . . . |

[ validate settings upon exit Advanced. ..

| oK | Cancel



39. The new static IP has been set.

40. Next it was time to install the Splunk Universal Forwarder on the ADDC01 machine
(windows server) from Splunk.com. | chose “admin” as a username and generated a random

password. For the receiving indexer, | use 192.168.10.10 (Splunk Server IP) and use 9997 for the
default port.

Splunk Universal Forwarder 9.3.1

Universal Forwarders provide reliable, secure data collection from remote sources and

forward that data into Splunk software for indexing and consolidation. They can scale

to tens of thousands of remote systems, collecting terabytes of data.

Choose Your Installation Package
E Windows Linux

Mac 0s Free BSD solaris AIX

Windows 10, 11

S
.msi 129.79MB | copywgetlink & | Morev
Windows Server 2019, ~

2022

]’_E,.' UniversalForwarder Setup

- * ]’E,J UniversalForwarder Setup

splunk splunk

Create credentials for the administrator account. The password must contain, at a minimum,
8 printable ASCII characters.

If you intend to use a Splunk receiving indexer to configure this UniversalForwarder, pleas:

spedify the host or IP, and port (default port is 9997). This is an optional step. However,
UniversalForwarder needs either a deployment server or receiving indexer in order to do
Username: anything.
|admin|
Receiving Indexer
Generate random password
Password:

Hostname ar IF

|192.168.10.10 ¢ |ogay
Confirm password: Enter the hostname or IF of your receiving indexer, gefEult s 9997
| e.0. ds.sobnk.com

Cancel Back — ——

41. Then |l install Sysmon to be able to log activity to the event log.

Sysmon v15.15

Article » 07/23/2024 « 10 contributors

In this article

Introduction
Overview of Sysmon Capabilities
Screenshots

Usage

Show 5 more

By Mark Russinovich and Thomas Garnier

Published: July 23, 2024

@? Z Download Sysmont (4.6 MB)



42. lused Olaf's Sysmon configuration from github.

| Microsoft Bing Q. sysmon olaf config

Q_ SEARCH COPILOT VIDEOS IMAGES MAPS NEWS SHOPPIN
able of Contents
Github
Iverview https://github.com/olafhartong/sysmon-modular

sysmon-modular | A Sysmon configuration...

‘re-Grenerated c...
Arepository of sysmon configuration modules for different scenarios and

purposes, such as file delete, MDE augmentation, research and more. Learn
I0TICE; Sysmon ... how to customize, generate and use sysmon configs ... See more

Download the sysmonconfig.xml raw file.

| sysmonconfig-with-filedelet...

L
7 sysmonconfig.xml

[0 README 55 MIT license

43. After extracting the Sysmon Zip file in the downloads folder, | opened Powershell as an
administrator, and changed directory to the path where Sysmon was extracted. Then linstall
sysmon64.exe with the configuration file from Github, using:

\Sysmon64.exe -i ..\sysmonconfig.xml

Ysmon
mon> .\Sysmon64.exe .. smonconfig.x

/ monitor

ion file with schema




. Services (Local)

SplunkForwarder

Stop the service
Restart the service

Description:

SplunkForwarder is the remote data

collection service for

44. | navigate to the local folder in this path:

C:\Program Files\SplunkUniversalForwarderetc\systemilocal | @ Search local
MName Date modified Type
55 )
| | authentication.conf 10/27/2024 5:.47 AM COMF File
|j outputs.conf 10/27/2024 5:47 AM COMF File
fs |_'| README /5/2024 5:40 PM File
ts

|j server.conf 10/27/2024 5:48 AM COMF File

Size

1KB
1KB
1KB
1KB

45, Instructions are needed for the Universal Forwarder to send data to the Splunk server, so |
open Notepad as administrator and create an Inputs.conf file (same as before) with the

following:
Iﬁ *Untitled - Motepad

File Edit Format View Help
[WinEventlog: //Application]
index = endpoint

disabled = false

[WinEventlog://Security]
index = endpoint
disabled = false

[WinEventlLog://System]
index = endpoint
disabled = false

[WinEventlLog: //Microsoft-Windows-Sysmon/Operationall]

index = endpoint

disabled = false

renderXml = trud

source = XmlWinEventlog:Microsoft-Windows-Sysmon/Operational

Save this file to the local folder from the path above.

46. Open the services application from the start menu. Find the SplunkForwarder service and

change the log on properties to Local System Account.

platform for operational intelligence.

If it is stopped, Splunk will stop

collecting and sending data to Splunk

indexers, which may
loss. Please see www.

more information. Questions can be

submitted to
www.splunk.com/an

supported customers

www.splunk.com/pa

Name ~ Description  Status  StartupType  Log A SplunkForwarder Properties (Local Computer)
».'.12 Sensor Monitoring Service Monitors va.. Manual (Trig.. Loci
0} Sensor Service A service fo... Manual (Trig... Loci General LogOn Recovery Dependencies
&')_;Ser\rer Supports fil..  Running  Automatic (T.. Leoci
Q;Shared PC Account Manager Manages pr... Disabled Loci bjg an as:
C\')_;SheIIHardware Detection Provides no..  Running  Autornatic Loci
Splunk, a data ~£;:)_;Smart Card Manages ac... Manual (Trig... Leci @ Local STStem account
».'.12 Smart Card Device Enumera... Creates soft... Disabled Loci D Allow service to interact with desktop
S55mart Card Removal Policy  Allows the s.. Manual Loci
result in deta MP Trap . Receives tra... Manual . Loci OThiS accournt:
splunk.com for »..\I)_;Software Protection Enables the ... Automatic ..  Meb
ecial Administration Con...  Allows adm... Manual Loci

lunkForwarder

SplunkForw...

Running  Autematic
swers or for

ot Verifier Verifies pote... Manual (Trig.. Loci
ge/submit_issue C\')_;SSDP Discovery Discovers n... Disabled Loci
. State Repository Service rovides re... unning utomatic oci

£ State R i Servi Provid Runni A i L

-\.‘.'\I)_;Still Image Acquisition Events Launches a... Manual Loci

C\')_;Storage Service Provides en... Running  Automatic (..  Loci
&')_;Storage'l'lers Management  Optimizest.. Manual Loci
-\.(:\I)_;S)ISMEiI"I Maintainsa... Running  Automatic Loci
C\')_;Sysmonbrl System Mo...  Running  Autornatic Loci
Q) System Event Metification 5.. Monitors sy.. Running  Autematic Loci v

£ >



47. Restart SplunkForwarder service.

5k Spatial Data Service This service ...
SplunkForwarder

(5L Spot Verifier Start

5L S5DP Discovery Stop unning

‘5l State Repository Sen Pause unning

(ELStll Image Acquisiti Resume

x.:,(:;StDrage Service Restart unning

Lk Storage Tiers Manag

£ Sync Host_6008k All Tasks » lunning

. . :

M:: z}rshﬂam Refresh unn?ng

5k Sysmonbd unning

5k System Event Motific Properties unning

: Help —

48. Now log in to the Splunk Server from a web browser.

splunfic>enterprise

Pnigl{_\:c-cl SIQn In

49. Search for “index=endpoint” again, and you should now see that under hosts, ADDCO01 is
also generating logs alongside the Target PC.

<~ O A Notsecurp. | 192.168.10.10

splunk >er se Apps Administra... v

Search Analytics Datasets Reports Alerts Dashboards

NEW SearCh Save As ¥ Create Table View Close
index=endpoint Last 24 hours = n
+ 5,693 events (10/26/24 1:00:00.000 PM to 10/27/24 1:09:38.000 PM) Job I & 4 * Smart Mode

-

MNo Event Sampling =

Events (5,693) Patterns Statistics Visualization
Format Timeline » — Zoom Qut 1heur per calumn
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50. Open the Server Manager, and under the “Manage” tab, click add roles and features.

Tz Server Manager

Server Manager » Dashboard

Ii2 Dashboard
i Local Server
ii All Servers
L]

File and Storage Services P

WELCOME TO SERVER MANAGER

~@ | F Maage ook View

Manage Tools

Add Roles and Features

Remowve Roles and Features

0 Configure this local server

QUICK START

]

WHAT'S NEW

LEARN MORE

Add roles and features

Add other servers to manage

Create a server group

Connect this server to cloud serv

ces
Hide

Add Servers

Create Server Group

Server Manager Properties

ROLES AND SERVER GROUPS

Roles: 1 | Servergroups:1 | Servers total: 1

-.= File E.md Storage
Services

1

@ Manageability
Events
Performance

BPA results

@ Manageability

n Events
Services

Performance

BPA results

51. I selected Role-Based or feature-based installation.

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

52. Under Server Roles, | checked the box to install Active Directory Domain Services, then
continued with the installation.

Select one or more roles to install on the selected server,

Roles

[] Active Directory Certificate Services

Active Directory Domain Service

[ ] Active Directory Federation Services

[] Active Directory Lightweight Directory Services

DHCP Server
DMS Server
Fax Server

I

Hyper-V

Active Directory Rights Management Services
Device Health Attestation

File and Storage Services (1 of 12 installed)
Host Guardian Service

Installation progress

DESTIMATIOMN SERVER
ADDCO1

View installation progress

o Feature installation

Installation started on ADDCO1

Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Netifications in the command bar, and then Task Details.

Export configuration settings




53. Next | Promoted to domain controller by clicking the flag in the upper right-hand corner.

~am. Promote this server to a domain controller

Post-deployment Configura... |

Configuration required for Active Directory Domain
Services at ADDCON

o Feature installation

Configuration required. Installation succeeded on
ADDCO1.

Add Roles and Features

Task Details

54. Select add new forest because a new domain is being created. The domain name must
have a top level domain, so | added the extension to make it pierrecyber.local.

Deployment Configuration

Deployment Configuration

Diomain Controller Cptions
Additional Options

aths
Review Options

Preraguisites Check

55. Under Domain Controller Options | created the DSRM password.

loyment Configuration

e

Domain Controller Cptions

DNS Options

= Active Directory Domain Services Configuration Wizard — m} ®
TARGET SERVER
ADDCO1
Select the deployment operation
) Add a domain controller to an existing domain
) Add a new domain to an existing forest
® Add a new forest
Specify the domain information for this operation
Root domain name: pierrecyber.loca'
Select functional level of the new forest and root domain
Forest functional level: Windows Server 2016 ~
Domain functional level: Windows Server 2016 ~

Additional Cptions
Faths
Review Options

Frereguisites Check

Specify domain controller capabilities

Domain Mame Systern (DMNS) server
/| Global Catalog (GC)
Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password
BEERRBRERRRE

Password:

Confirm password: TTTITTTTY Y



56. After the Prerequisites Check, select install. The server will restart after completion.

f& Active Directory Domain Services Configuration Wizard — O x

. I oy TARGET SERVER

Prerequisites Check ADDCO1
| & All prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show more »

Deployment Configuration
. Prerequisites need to be validated befare Active Directory Domain Services is installed on this
Domain Controller Cptions computer

DN5 Options Rer

un prerequisites check
Additional Cptions
Paths @ View results
Poror 1. Windows Server 2022 domain controllers have a default for the security setting named

- "Allow cryptography algorithms compatible with Windows NT 4.0° that prevents weaker
Prerequisites Chack cryptography algerithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/?Linkld=104751).

! A delegation far this DNS server cannot be ereated because the authoritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DINS server in the parent zone to ensure reliable name resclution from outside the
domain “pierrecyberlocal”. Otherwise, no action is required.

1, If you click Install, the server automatically reboots at the end of the promotion operation.

Mare about prerequisites

< Previous MNext > | Install | | Cancel |

57. After restarting, the name should now include the new domain filled by a backslash, which

indicates that | successfully installed Active Directory Domain Services (ADDS), and also
promoted the server to a domain controller.

PIERRECYBER

\Administrator
X

PIERRECYBER\Ad...

Other user




58. Then | started adding users to my domain. In the Server Manager under Tools, | selected
Active Directory Users and Computers.

{:E_,} | I Manage Tools View
Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers
e,
ADSI Edit

Component Services

Computer Management

59. | create a new organizational unit by right clicking my domain and clicking organizational
unit, and giving it the name “IT”.

: Active Directory Users and Computers
File Action View Help

o | FE LB XREBEE BHE P aETEa%

— Active Directory Users and Com | Name Type Description Mew Object - Organizational Unit
__ S_EVEd Queries %Administrator User Built-in account for ad...
v & El.er;‘ﬁ';::r'h Delegate Centrol... zup..  Members in this group c.. %
- Compute Tl sup..  Members of this group ... = . .
:_: Domain ¢ Change Domain... up.. Members ?f th-is group .. iy Create in: l:!IIEI'I"E!C!!,"i!!IE!F.|itili!3|3|.-"I
1 Foreign5: Change Domain Contreller pup- Members in this group c.. o
| Managec ] g ) . zup..  DMS Administrators Gro..,
= Users Raise domain functional level... sup... DNS clients who are per...
B Operations Masters... zup..  Designated administrato.., Name:
MNew b Computer ||T|
All Tasks ¥ Contact
Protect container from accidental deletion
Refresh Graop
InetOrgPerson
Properties msDS-ShadewPrincipalContainer
Help mslmaging-PSPs
“é:’;u”e”; o l’;e':y N MSMQ Queue Alias
a;KeyAdmins Security G Organizational Unit
2 protected Us... Security G Printer
%RAS and 1AS ... Security G User
S > || 4% Read-onlv D... Security G Shared Folder

60. Next, | started creating a new user under the “IT” organizational unit by right-clicking and
selecting new user.



] Active Directory Users and Com|| MName Type Description
| Saved Queries
v 3 pierrecyber.local There are no items to show in this view.
| Builtin
| Computers
2| Domain Controllers
| ForeignSecurityPrincipaly
| Managed Service Accour Delegate Control...
| Users NS
i m Find
Computer MNew ¥
Contact All Tasks -]
Gioug Refresh
InetOrgPerson
>
msDS-ShadowPrincipalContainer =
mslmaging-P5Ps Arrange lcons ¥
MSMQ Queue Alias Line up lcons
Organizational Unit Properties
Printer Help
< > User I

Creates a new item in this container. Shared Folder |

61. linput the user’s name and user logon credential.
New Object - User X

& Createin:  piemecyberlocal/IT

First name: |Johnrr).I | Initials: | |
Last name: |ﬂppleseed |
Full name: |Jc:nhnn1,I Appleseed |

User logon name:

|ihppleseed | @piemecyber local ~
User logon name (pre-Windows 2000):
|PIERRECYBER\ | liapplesced |
< Back Mext = Cancel

For this lab, | set a password for the user, and uncheck the box to have them change their
password at next login:

Mew Object - User

i) Create in:  piemecyber local/1T

Pazsword: |||||||i| |

Confirm password:

[JiJser must change password at next logoni

[] User cannot change password
[] Password never expires
[] Account is disabled



62. The user (Johnny Appleseed) was added to the IT unit.

: Active Directory Users and Computers
File  Action ‘u"if} Help

e E 4B XER BRI PaEaTvaa

s || Saved Queries
W 'JF'j pierrecyber.local
| Builtin
Computers
Comain Controllers
ForeignsecurityPrincipal:

e I I I

Managed Service Accour
Users

T

] Active Directory Users and Com|| Name

Type
% Johnny Appl... User

63. Next, | created another organizational unit named “HR”.

Mew Object - Organizational Unit

-';T'f Createin:  piemecyber local/

Descripticn

Mame:

|HH|

Protect container from accidental deletion

64. | created a new user under the “HR” unit named Terry Appleseed.

Ne&Object - User

& Createin:  piemecyber local /HR

First name: |T\51'r'_-r | Initials: I:l

Last name: |App|eseed |

Full name: |Tem.r Appleseed |

User logon name:

|Tappleseed| | @piemecyberlocal ~

User logon name (pre-Windows 2000):
|PIEHHECYEEH\ ||Téppbseed |

] Active Directory Users and Computers

File

Action  View Help

e | 2E 8 XELR HEI P RaETER

< Back Mext = Cancel

] Active Directory Users and Com
5 | Saved Queries
v 3E'j pierrecyber.local

oW W W

EEDL LR DR

Builtin

Computers

Domain Controllers
ForeignSecurityPrincipal:
Managed Service Accour
Users

IT

HR

MName Type Description
% Terry Apples... User




65. Now | start to add the target PC to the domain. On the Target-PC, | navigated to the
advanced system settings, then change to update its domain.

{1 Home

Find a setting

System

L Display
g4 Sound
D Notifications & actions

g’) Focus assist

Systermn Properties

About Computer Name  Hardware Advanced System Protection  Femote

‘Windows uses the following information to identify your computer

i = the network:.
Related settings on the netwal

Computer description: ||

BitLocker settings

For example: "Kitchen Computer” or "Mary's

Device Manager Computer”.
Full computer name: target-PC
Remote desktop Workgroup: WORKGROUF

System protection To use a wizard to join a domain or workgroup, click

Netwaork 1D.
Advanced system settings

To rename this computer or change its domain or
Rename this PC (advanced) warkgroup, click Change.

66. After typing the domain name (pierrecyber.local) and clicking “ok”, this temporary error will

show up.
Computer Name/Domain Changes * :=rr|ote )
ated settings

You can change the name and the membership of this computer
computer. Changes might affect access to network resources ] ocker settinns

Computer Mame/Domain Changes >
Computer name: An Active Directory Domain Controller (A0 DC) for the domain

8 "piemecyber local" could not be contacted.
target-FC 5

Ensure that the domain name is typed comectly. Details »>

Full computer name:
target-PC

Member of
(®) Domain;

I the name is comect, click Details for troubleshooting information.

[

‘pierrec:,rber.local

| [ame this PC (advanced)

() Workgroup:
WORKGROUP

Ip from the web

oK Cancel ling out how many cores my processor |

Metwork ID....

Change...

—— e



67. To fix this, I first clicked on Change Adapter Options in the Advanced Network Settings.

Advanced network settings

Change adapter options
View network adapters and change connection settings.

% MNetwork and Sharing Center
For the networks you connect to, decide what you want to share.

A Metwork troubleshooter
Diagnose and fix network problems.

68. Under Ethernet properties, double-click Internet Protocol Version 4.

1

W Ethernet Properties >

Networhglg

Connect using:

I? Intel(R) PRO/1000 MT Desktop Adapter

This connection uses the following items:

&8 Client for Microsaft Networks ”
’:]? File and Printer Sharing for Microsoft Networks

THq05 Packet Scheduler

Y Intemet Protocol Version 4 (TCP/IPv4)
O . Microsoft Networle Adapter Multiplexor Protocol
& Microsoft LLDP Protocol Driver

& Intemet Protocol Version & (TCP/IPvE) W
< >

Install .. Uninstall Properties
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

0K Cancel



69. | changed the preferred DNS server from 8.8.8.8 (Google) to 192.168.10.7 (Domain
Controller)

Internet Protocol Yersion 4 (TCP/IPv4) Properties *
General

You can get IP settings assigned automatically if your network supparts
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

IP address: | 192168 . 10 . 100 |
Subnet mask: | 255.255.255. 0 |
Default gateway: |192.168. 10 . 1 |

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: |192.168. 10 . 7 |

Alternate DS server: | o . |

[validate settings upon exit Advanced...

Cancel

70. l went back and selected “ok” again after typing the domain (pierrecyber.local). This time |
was prompted to enter the credentials for the server administrator account. The machine was
added to the domain and | restarted the target PC.

Computer Name/Domain Changes X Windows Security

You [%n change the name and the membership of this Com p uter Name/Domain Cha nges
computer. Changes might affect access to network resources.

Enter the name and password of an account with permission to

Join the domain.
Computer name:

target-PC

administrator ‘
Full computer name:

target-PC -
aseseeee ot
Mare....
Member of
@® Domain: [8]4 Cancel
|pierrecyber.local
(O Workgroup:
WORKGROUP Computer Name/Domain Changes it
Cancel

o Welcome to the pierrecyber.local domain,




71. Once | returned to the login screen, | wanted to sign in as the newly created user “Johnny
Appleseed”. | selected “Other User”, and made sure “PIERRECYBER” was the Sign in to:

option. Ilogged in with the credentials created previously in the Server Manager.

Other user

jappleseed|

Password >

Sign in to: PIERRECYBER

How do | sign in to another domain?

@ PierreCyber
@ Other user

*At this point, | have successfully created 2 new users, joined a computer to a new
domain, and logged in as a domain user. In the next project, I will be using the Kali Linux
machine installed here to perform a brute force attack on the new users created, granting

the opportunity to view telemetry via Splunk.



